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An introductory guide to performing crucial penetration testing operations using BackBox

About This Book

Experience the real world of penetration testing with Backbox Linux using live, practical examples●

Gain an insight into auditing and penetration testing processes by reading though live sessions●

Learn how to carry out your own testing using the latest techniques and methodologies●

Who This Book Is For

This book is written primarily for security experts and system administrators who have an intermediate
Linux capability. However, because of the simplicity and user-friendly design, it is also suitable for
beginners looking to understand the principle steps of penetration testing.

What You Will Learn

Perform reconnaissance and collect information about an unknown system●

Perform vulnerability scanning, management, and assessment, as well as understand false positives●

Understand how SQL injection attacks work and find injectable pages on a web server●

Sniff the network to capture sensitive data and learn different methods of privilege escalation●

Maintain permanent access on a target server once access is initially granted●

Use exploitation tools like Metasploit to exploit the reported vulnerabilities●

Learn how to document and generate reports from the entire auditing process●

In Detail

BackBox is an amazing Linux security distribution designed to keep in mind the needs of security and
system administration specialists. It has been developed to perform penetration tests and security
assessments. Designed to be fast and easy to use while providing a minimal yet complete desktop
environment, Backbox comes with its own software repositories and is continually updated to the latest
stable version of the most widely used and best-known ethical hacking tools.

This book provides an exciting introduction to BackBox Linux in order give you familiarity with and
understanding of this amazing Linux security distro, making you feel comfortable with both the subject of
pen-testing and BackBox. The book progresses through topics based on standard cases of penetration testing
from the initial steps to the final procedures.

This book will help you discover the exciting world of penetration testing through a series of step-by-step,
practical lessons. Penetration Testing with BackBox is organized into eight chapters. Starting with an
introduction to BackBox Linux in order to give you a solid grounding of this amazing Linux security distro,
including both its design philosophy and feature set, before moving on to practical tutorials in using
BackBox. The book is arranged in a chronological order based on standard cases of penetration testing. For



those more experienced in the use of penetration testing tools, each chapter can be read independently,
providing a detailed overview of how BackBox will augment your arsenal of tools at each step of the
penetration testing process.

Throughout this book, you will be given a clear picture of IT security cases by having one of the most
popular topics of penetration testing demonstrated in a user-friendly way. By the end of the book, you will
have learned all the fundamental skills needed to use BackBox for ethical hacking.
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From reader reviews:

Donald Farrell:

Do you have favorite book? In case you have, what is your favorite's book? E-book is very important thing
for us to know everything in the world. Each book has different aim or maybe goal; it means that e-book has
different type. Some people truly feel enjoy to spend their a chance to read a book. They are reading
whatever they consider because their hobby is actually reading a book. Consider the person who don't like
looking at a book? Sometime, man or woman feel need book when they found difficult problem or perhaps
exercise. Well, probably you'll have this Penetration Testing with BackBox.

Jeanette Williams:

Now a day people who Living in the era just where everything reachable by talk with the internet and the
resources within it can be true or not involve people to be aware of each data they get. How many people to
be smart in getting any information nowadays? Of course the correct answer is reading a book. Looking at a
book can help individuals out of this uncertainty Information mainly this Penetration Testing with BackBox
book because this book offers you rich information and knowledge. Of course the information in this book
hundred percent guarantees there is no doubt in it you know.

Byron Hiebert:

Playing with family within a park, coming to see the sea world or hanging out with good friends is thing that
usually you could have done when you have spare time, subsequently why you don't try issue that really
opposite from that. Just one activity that make you not feeling tired but still relaxing, trilling like on roller
coaster you are ride on and with addition of information. Even you love Penetration Testing with BackBox, it
is possible to enjoy both. It is good combination right, you still need to miss it? What kind of hang-out type
is it? Oh can occur its mind hangout guys. What? Still don't buy it, oh come on its referred to as reading
friends.

Helene Anderson:

This Penetration Testing with BackBox is fresh way for you who has curiosity to look for some information
because it relief your hunger info. Getting deeper you on it getting knowledge more you know or you who
still having tiny amount of digest in reading this Penetration Testing with BackBox can be the light food to
suit your needs because the information inside this kind of book is easy to get by anyone. These books create
itself in the form which can be reachable by anyone, sure I mean in the e-book web form. People who think
that in book form make them feel sleepy even dizzy this guide is the answer. So there is not any in reading a
guide especially this one. You can find actually looking for. It should be here for an individual. So , don't
miss this! Just read this e-book sort for your better life as well as knowledge.
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